What is it?

PRCY uses integrated addresses with payment id’s in order to uniquely identify transactions sent
to an exchange privacy account. The implementation of this is operationally similar to Monero.

How does it work?

PRCY has 2 different address types:
1. Master Privacy Account - single account per daemon
2. Integrated addresses - multiple per Master Privacy Account

When a user creates an account on an exchange, their user id (payment id) is added to the
address creation in order to generate a unique sub-address within the exchange privacy account.

Here is an example:

rcycoin# prcycoin-cli generateintegratedaddress 5678

": "PkWl4wwMaacdUNluExyFrXeAMEAdzHWySbEASEf8pS5e ]l PDbmoFRgxTVHR7P5kPacvWbvWRWRQE6FJ4Z9kFUSrOhEWhvBdBEZgTPV111112VCQgF™,

edaddress":
12345678
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All transactions that are sent to the same integrated address will have the same payment Id data in
the transactions.

¢ Please note that all PaymentID's must be positive numbers.

b9a9daeab985739945cef3d228876e4Th71daalds",
"txid": "628cadbbf5b3a09f0c1d59a53bbbdd2caf2b2d@fatc6a36339f79a9a757398ad",
"version": 1,
"locktime": @,
"txfee": 1.26790000,
"paymentid": 5678,
"txType': @,
yin": [
{
"decoys": [
{
"txid": "027dbdd7alle866e6b229d563ad%a7edfc2dfd16bbff4084c1ad469760bcdd1b",
"vout": 2
1,
{
“txid": "027dbdd7al1e866e6b229d563ad9a7edfc2dfd16bbff4084c1ad469760bc401b",
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All PRCY Integrated addresses are created under the single Master Privacy Account.

In order to see what transactions the privacy account has recently received the exchange can use
ListSinceLastblock.

The exchange can then iterate through each of the transactions and use GetRawTransaction in
order to determine whether the transaction was indeed intended for them or not and if so, what the
direction was and what the different vins and vouts were.

Here is an example:
Suppose your exchange master privacy account is:

PakdxgDtXqiDUc7VbV34sGiMNey69gcU3AHz2UmzykAa8EvPwWZP6g2nFSPAAMEHMnNja2AEVYkK
PeJ14VEZ5zGjeYu12gYCPiZz5N

You generate an integrated address using GeneratelntegratedAddress with a payment ID
(unique id) of 5555 for a user:

PkTJyV3P97EDUc7VbV34sGiMNey69gcU3AHz2UmzykAa8EvPwZP6g2nFS5PAAMEHMNja2AEVY
kPeJ14VEZ5zGjeYu8RWhLL18X1H111111jaVP]

If the user wants to deposit to the exchange, they will send [x] PRCY to the integrated address
The transaction will have:

1. The payment ID 5555
2. A transaction output destined to the exchange payment id
3. A transaction output destined to the user (change)

The exchange checks that:

1. Payment ID: 5555 => transaction depositing to the users exchange account
2. Transaction output 1 destined to the exchange wallet => the depositing amount

If the payment ID in a transaction does not match with any one of your users’ payment IDs, but one
of the outputs belong to the exchange wallet then this can be considered a non-depositing
transaction and hence can be considered as a donation.

What fields are there to indicate relevant data for an exchange?
The following are the main fields that exchanges should focus on:

1. The user is never inputting the payment id into the transaction, the payment id is included in
the address details and is displayed in the transaction output.
Users can never manually create a payment id and add it to a transaction.
2. isMine is a bool flag that indicates to the caller whether or not they can decode the
transaction.
3. If the direction = deposit then the vout[decoded amount] field is the total amount deposited.
4. If the direction=withdrawal
Then the amount sent needs to be computed as
Sum(vins[lsMine=true][decoded_amount]) - vout[decoded_amount] - fees.
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PRCY uses Stealth Addresses. Therefore no address data can be used to identify the sending or
receiving address in any transaction. If the exchange desires to use only addresses in order to
identify users then the exchange must call GeneratelntegratedAddress <paymentid> again in order
for the system to regenerate the address based upon the given payment ID in the transaction.

The generated address will not differ from the original integrated address as the 2 keys used for
the generation - private key and payment id - are still the same.

This is however not the recommended path to take.

We suggest that the exchange uses user id's and payment id's as the linking method.

General information

1. GetRawTransaction is the RPC call used to get the raw hex transaction details that
includes the payment id.

2. DecodeRawTransaction is then called and passed the output from the Getratransaction as
a parameter.

3. Payment id’s and other transaction details can only be read by the owner of the
integrated address - in this case, the exchange - or the intended receiver and calling
GetRawTransaction on any transaction that is not owned by either the sender or
receiver will not disclose the transaction details.

Please see the attached files for withdrawal examples.

Relevant Links:

Github:

Email:

Website:

Telegram Support channel:

Private Telegram / Discord chats will be set up at integration time for support purposes.

Team PRCY
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{

  "txid": "9b7a4eacc9cf8c96d74e975f31acfad13e03470325883d0588210422f32286c0",

  "version": 1,

  "locktime": 0,

  "txfee": 1.25790000,

  "txType": 0,

  "direction": "deposit",

  "vin": [

    {

      "decoys": [

        {

          "txid": "ba78abe63cfbb6b9f937975d6306aef93487737c902b6ddfa7230f5e37dd3da2",

          "vout": 1

        },

        {

          "txid": "5a8718326ce86ffd9e9b56c106d5ea7aa289628c47fa402a2af430f948b789b9",

          "vout": 3

        },

        {

          "txid": "75ef08ba0d58841544acade366552df822d84e41efa3c87a08559338ef3a857b",

          "vout": 3

        },

        {

          "txid": "b39bac0065541bc877a7b0f22c93daf786e3ca4f3e163a20413105b7ccb29e4a",

          "vout": 3

        },

        {

          "txid": "ac33b325a0360988f4f7a571d5915067a7093e9cfffd8482cb8a974c6a3613c2",

          "vout": 3

        },

        {

          "txid": "28031ba983977ddd3fa7f68fb2d5b89563cc3dc966759a7e862274c4638e4c27",

          "vout": 3

        },

        {

          "txid": "2a641c5e96b8c7faef9501e2bd9e05918f03a3f079fbc8864a1c6a4093b7bcf3",

          "vout": 2

        },

        {

          "txid": "0700e96205371f09a9e0d8333ccb2f8ac2f9a0cfdd9b23427a09c8f66809494a",

          "vout": 2

        },

        {

          "txid": "73444ba172bdc0237a0455156c0d310e0edd9eab36ec5ea952241d8c67aa3972",

          "vout": 0

        },

        {

          "txid": "ce2f656829ee0d5dbce07d24734f9c1fdac53dfc057d2a17e8cb8ffce3f98d6c",

          "vout": 1

        },

        {

          "txid": "075ab7369a034ab47dca5a92f7b4b8102fb81bd1091569746660f545ff257dc5",

          "vout": 2

        },

        {

          "txid": "eb69d63feddf556e62d0aec0b9a89dc0754bbca0a248a72d111ee78d271760da",

          "vout": 3

        },

        {

          "txid": "658b0ab91ec19cb2e573fa66e3913d4b11f93bd925f60060a8b42b30c51db035",

          "vout": 2

        }

      ],

      "scriptSig": {

        "asm": "",

        "hex": ""

      },

      "sequence": 4294967295,

      "keyimage": "59c437bec1e18bad44fdd4fdd1612e09400aa8a7ddabcab453db30abee327b2c02",

      "ringsize": 13

    }

  ],

  "vout": [

    {

      "value": 0.00000000,

      "n": 0,

      "scriptPubKey": {

        "asm": "03b3d69d148ff69be17862ba4a30434eb997dcc4f1c9f007b05d3be8dce60ec1a4 OP_CHECKSIG",

        "hex": "2103b3d69d148ff69be17862ba4a30434eb997dcc4f1c9f007b05d3be8dce60ec1a4ac",

        "reqSigs": 1,

        "type": "pubkey",

        "addresses": [

          "59vFixzErrWp4WVM3E9V1M3FieqMx5RhG2"

        ]

      },

      "encoded_amount": "44472ba7c9eccbe79a1e141f6d8e734c0ca60fa45981367855cba37816229c6d",

      "encoded_mask": "aa668155d03fce55dcfc391a367ce2c6e8ffb077fb3848cdacd25e3cf0486322",

      "txpubkey": "8d59b0c7c3f318d2a853562bebd3b3535321891727924f5e035416d04f9f4e1302",

      "commitment": "09b1c6c7a9c8dfe1fe6d4883bd2922042c8b745175cbfb4003ba9375be66d42319",

      "decoded_amount": 10001439.00000000,

      "isMine": true

    },

    {

      "value": 0.00000000,

      "n": 1,

      "scriptPubKey": {

        "asm": "037730f08525743b35e0240c6f74807e945aef937c3e57d8e4b704c3044bdbf97b OP_CHECKSIG",

        "hex": "21037730f08525743b35e0240c6f74807e945aef937c3e57d8e4b704c3044bdbf97bac",

        "reqSigs": 1,

        "type": "pubkey",

        "addresses": [

          "58EqCeyzR6FotMzM5BKx2N9YTvctqRwzRu"

        ]

      },

      "encoded_amount": "c6ad4f3e2737d0b0c4cd053ba0bca7992745149b64c99e3477b36d48b35922c5",

      "encoded_mask": "bbfa692b6bdf57309ae0e28fc1d7404b4c409f5a3ee357dac0082aa41223828c",

      "txpubkey": "b291aef2c1adb631f761a3a5fb7e70bc4ce607440a2b119a2b8e1b02ba65d1d703",

      "commitment": "09748e94f77fb8ccdeef7f87e4cd45ff07bb6f9f4eaf4ba666bbf3d6c3a2b9ac1d",

      "isMine": false

    }

  ]

}




{
    "result": {
        "hex": "",
        "txid": "ae3aa3832e3db6e95e97ec12b00348bfaca29fcf2c377928c717df9f022cf62b",
        "version": 1,
        "locktime": 0,
        "txfee": 1.24790000,
        "paymentid": 14404549571766561912,
        "txType": 0,
        "direction": "withdrawal",
        "vin": [
            {
                "decoys": [
                    {
                        "txid": "60623045bc32e66c9a6ef6caff68f4899e007f508f0f1a0a101caa9eb4f1c224",
                        "vout": 0
                    },
                    {
                        "txid": "69fddfd0e5c61562bb5ea35f0273d303b93ca3a63f0b921a2fa73f8a8eaf6429",
                        "vout": 1
                    },
                    {
                        "txid": "1ade022b9b6931f902479d100760063a088c6e028a1e662caae073c509d20427",
                        "vout": 0
                    },
                    {
                        "txid": "f7a4c40df94741e2006cc6c0fcbe3c7a5c5336c6c481194b97f4e3a9de273f4e",
                        "vout": 2
                    },
                    {
                        "txid": "a5aa8c86c86716d7f239ba86ce4d9a09b473c0dc9e369902bca537655f14ba4c",
                        "vout": 1
                    },
                    {
                        "txid": "65f14227c0ea864808261a50bdaa93a2cb9485c44d08c924c94af569b6a9d773",
                        "vout": 3
                    },
                    {
                        "txid": "5e3a719ef2a06a3802d856ae66f2d95bfc7ffcbdc71ed952ca4a610778e83eff",
                        "vout": 2
                    },
                    {
                        "txid": "9f3ce40dc61b3bff806a4df44a095dade0e0e09a19d8f2b75b8fbd94937a9c4b",
                        "vout": 0
                    },
                    {
                        "txid": "6a4060013e366cf4ca2f137ef9a62423eed8c3b2f632ee5102890bed2fd31c26",
                        "vout": 0
                    },
                    {
                        "txid": "b367cd272bdf22467287dcb88386bbbc55804b097fffccb18693ebe10bfaf30d",
                        "vout": 2
                    },
                    {
                        "txid": "c3ee5ba0da235cf7a8e6458555c8ba88371198edab54fe65eba6b994ff199d8b",
                        "vout": 0
                    },
                    {
                        "txid": "208d5b0ec8aaa577c05801fd5e807cc4f1b7a5786171150303c0f24c49b88aaa",
                        "vout": 0,
                        "decoded_amount": 9997.71210000,
                        "isMine": true
                    }
                ],
                "scriptSig": {
                    "asm": "",
                    "hex": ""
                },
                "sequence": 4294967295,
                "keyimage": "ef47b153794b1ed4e9684754ee1ba911af2aeebe7b5bdc794b09b3c1c46995de03",
                "ringsize": 12
            }
        ],
        "vout": [
            {
                "value": 0.00000000,
                "n": 0,
                "scriptPubKey": {
                    "asm": "02c57e075c55d04de6f1a56d421a9dbe59cf6920afed27e892b1caa767ce60b64a OP_CHECKSIG",
                    "hex": "2102c57e075c55d04de6f1a56d421a9dbe59cf6920afed27e892b1caa767ce60b64aac",
                    "reqSigs": 1,
                    "type": "pubkey",
                    "addresses": [
                        "5DH46orivvqs8zLJXAMYsRTFeC32fVqfsg"
                    ]
                },
                "encoded_amount": "c51195bbcace5929b6cbdefcd948406fac110410dfc37aea23e5ba194a82dc29",
                "encoded_mask": "60eed2a5267bf9e348ab95ae674ca78de7bf7174fbc1a980fd1ecc5c763e8bd8",
                "txpubkey": "5514ad3d85497e1de0a1f608cbf4318a468f96b6fca75087cc62a5f28f43c09203",
                "commitment": "099fa3ffb778404fe80607461c13772ee991d61daa8f738d766c8089f6da3f4788",
                "decoded_amount": 9996.36420000,
                "isMine": true
            },
            {
                "value": 0.00000000,
                "n": 1,
                "scriptPubKey": {
                    "asm": "0301acf0deccf8077231e893c58338c15f1325fbdf788c24d62987824ed079ed40 OP_CHECKSIG",
                    "hex": "210301acf0deccf8077231e893c58338c15f1325fbdf788c24d62987824ed079ed40ac",
                    "reqSigs": 1,
                    "type": "pubkey",
                    "addresses": [
                        "5F2RqhrScNTXTHUu1NTp4cwSJQJQbz1E1X"
                    ]
                },
                "encoded_amount": "b1506f7f778d6713b805551f6d9df6e7455632f77df5b4aea0411f22d22070ee",
                "encoded_mask": "95507a4e3d36a1a3cf0671e0ff6172caf237425ef4efbff2368e3e1449654546",
                "txpubkey": "ca5c0335042d919c3bd253527ddf32bff43fe7993dca196d7f0c01daacf1d69a03",
                "commitment": "08e87f94b39bffbd0703dbc25fc45dd788c5bcf820fa2810729a69b7742db60adc",
                "isMine": false
            }
        ]
    },
    "error": null,
    "id": 12
}


